Ipunoxenne Ne2. UnpopManmoHHAS NAMATKA AJIs1 00y4ar0MXCH

C KaXXIbIM I'OA0M MOJIOJCKHU B MHTCPHCTC CTAHOBUTLCA 6OJII>IH€, a IIKOJIbBHUKHKW OJHHU
W3 CaMbIX aKTMBHBIX I10JIb30BaTejiei P YHCTA. MC)KI[y TEM, IIOMUMO OI'POMHOI'0 KOJIMYCCTBA
BOBMO)KHOCTCﬁ, HHTCPHCT HCCCT U HpO6HCMLI. OTa mnamsaTka JOJDKHA IIOMOYb TeOe
0Oe301acHo HaXOAUTHCA B CCTH.

Komnviomepuvie supycol

KomnpioTepHblii  BUPYC — 3TO Pa3sHOBHJIHOCTb KOMIBIOTEPHBIX IPOrPaMM,
OTIUYUTEIHLHOW OCOOEHHOCTBIO KOTOPOHM SIBIISIETCS CHOCOOHOCTh K pa3sMHOXKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHI MOTYT MOBPEAUTH MM MOJHOCThIO YHUUYTOXKUTH BCe (Daliiibl U
JaHHBIE, IOJKOHTPOJIBHBIE MOJB30BATEII0, OT UMEHHU KOTOPOro Obljia 3aIlylieHa 3apaxEéHHas
Iporpamma, a TakyKe MOBPEINUTh WM JaXe YHUUYTOKUTH ONEPALMOHHYIO CUCTEMY CO BCEMU
¢aiinamu B esgoM. B 60JbIIMHCTBE CiTy4aeB pacpOCTPAHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToapl 3aIUTHI OT BPEAOHOCHBIX NPOTrPaMM:

1. Mcnonb3yli COBPEMEHHBIE OIEPALMOHHBIE CUCTEMbI, HUMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX MTPOTPAMM;

2. TlocTossHHO ycTaHaB/IMBai OOHOBJICHHS CBOEH omeparmoHHON cucTemMbl. CKkaunBaii
UX TOJIBKO ¢ oduuuaibHoro caira pazpaborunka OC. Ecnu cyiiecTByer pexxum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIIOUHU €T0;

3. PaGoraii Ha cBoeM KOMIbIOTEpE TIOJI TIpaBaMu IOJIb30BATENs, a He
aIMUHUCTpAaTOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPAMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE MPOrPaMMHBIE MPOTYKTHl U3BECTHBIX MPOU3BOAUTENEH,

C aBTOMaTHUYECKUM OOHOBJIEHHEM 0a3;

Orpannyb HU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIT;

6. Mcnonb3yit BHEIIHUE HOCUTENU MH(OPMALIMHU, TaKUe KaK (uienika, JTUCK uiu (aiin
U3 UHTEPHETA, TOJBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHBIE (DAMIIBI, TOJYYECHHBIE U3 HEHAIEKHBIX UCTOYHUKOB.
Jaxe Te daiiabl, KOTOpble IpHUCIaT TBOW 3HAKOMBINA. Jlydile yTOYHM Yy HETO,
OTHPABIISLI JIU OH TeOE HX.
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Cemu WI-FI

Wi-Fi - 370 He Buj mepenadyu TaHHBIX, HE TEXHOJOTHS, a BCETO JUIIL OpeH ], MapKa.
Eme B 1991 romy Hunmepnanackas kommanusi 3apeructpupoBana Openn «WECA», yto
o0o3Hauanmo  cioBocodyeranue «Wireless  Fidelity», koTopelii mepeBoauTcs  Kak
«0OecpoBOIHASI TOUHOCTHY.

Jlo Hamiero BpeMeHH Jolia Japyras aO0peBuarypa, KOTopas SBISIETCS TaKOH ke
TexHojorueit. Jto abOpeBuarypa «Wi-Fi». Takoe HazBanue ObLIO JaHO C HAMEKOM Ha
CTaHIapT BbICIIMKA 3BYKOBOM TexHuku Hi-Fi, 4yto B mnepeBoje o03Ha4aeT «BBICOKAs
TOYHOCTbY.



Jla, OecriaTHBIN HHTEPHET-AOCTYI B Kade, OTEsIX U a3ponopTax ABISETCS OTIIMYHOU
BO3MOKHOCTBIO BbIXO/a B UHTEpHET. HO MHOTHE 3KCIEpPThl CUUTAIOT, YTO OOIIETOCTYITHBIE
Wi-Fi cetu He sBisitoTcst 6€30nmacHBIMHU.

CoBeThl 110 0€30MacHOCTH paboTe B 00IIEAOCTYIHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro nuuHyr0 mHpopmamuio yepes obmieaoctynubie Wi-Fi cetu.
PaboTast B HMX, >KeJaTeJbHO HE BBOAUTH MAPOJU JOCTYIA, JIOTUHBI U KaKHE-TO
HOMEDA;

2. HWcnonws3yih u OOHOBIISI aHTUBUPYCHBIE MPOrpamMMbl U Opanamayep. Tem cambIM
Thl 00€30MacuIb ce0sl OT 3aKaYKU BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonb3oBanun Wi-Fi otkmoun ¢yakmuio «OOmmii goctyn k Qaitnam u
npuntepam». JlaHHasg (QyHKIMS 3aKpbiTa MO YMOJYAHHUIO, OJHAKO HEKOTOpHIE
M0JIb30BaTEIHM aKTUBUPYIOT €€ JUIsl y100CTBa UCTIOIb30BaHMsI B paboTe min yueoe;

4. He ucnonp3yit myomuunsiidi WI-FI 1151 mepenaun TUYHBIX TaHHBIX, HAPUMED IS
BBIX0/Ia B COLIMAJIbHBIE CETU WM B 3JIEKTPOHHYIO MOYTY;

5. Nnonw3yi Tonbko 3amuineHHoe coenuHenue uepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-anpeca BBOaM UMEHHO «https://»;

6. B moOunsHOM Tenedone ortkimoun  GyHkiuoo «llogkmoduenue k- Wi-Fi
aBToMaTH4eckn». He pomyckail aBTOMaTMUeCKOro MOJKIIIOUEHUSI YCTPOMCTBA K
cetsiMm Wi-Fi 6e3 TBoero cornacusi.

COL}MClJleble cemu

CounalibHbIe CETU aKTUBHO BXOJST B HAIly KM3Hb, MHOTHE JIFOJAU PA0OTAIOT U KUBYT
TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MuLIMapa YeIOBEK, YTO SIBISICTCS
OJTHOM ceJabMOM BCEX JKUTEJICH IIaHeThl. MHOTrHWe II0OJb30BaTe/IM HE IIOHHMMAIOT, YTO
uHdopmaIus, pa3MelieHHass HWMH B COITMAIBHBIX CETSIX, MOXET OBITh HaiieHa U
MCITOJIh30BaHa KEM YTOJTHO, B TOM YHCJI€ HE 00513aTeIBHO ¢ OJIaruMu HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIMABHBIX CETSIX:

1. Orpannys crnucoK Apy3eil. Y TeOs B APY3bsSiX HE JOJDKHO OBITH CIYYailHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amumail CBOIO YacTHYIO Xu3Hb. He ykaspiBail mapoiu, TeiaedoHbl, aapeca, JaTy
TBOETO POXKICHUS W IPYTYIO JUYHYIO HHGPOPMAIUIO. 3JO0YMBIIUICHHUKH MOTYT
UCTIONIb30BaTh Jlake WH(OPMAILUIO O TOM, KaK Thl ¥ TBOM POJIUTENIN TUIAHUPYETE
MIPOBECTU KaHUKYJIBI;

3. 3ammumiail cCBOIO pemyTaluio - Jep>KU €€ B UUCTOTE U 3a/1aBail cebe BOMpPOC: XOTe
ObI ThI, 4TOOBI IpYrHe MOJIb30BATENM BUIENH, YTO Thl 3arpyxkaems? [lomymaii,
IPEKIE YEM UTO-TO OIyOJIUKOBATh, HAUCATh U 3aTPy3UTh;

4. Eciu Tbl TOBOPHUILB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3Yyl CBOE PEATbHOE
UMSL M JPYTYIO JIMYHYI0 MH()OpPMAIMH: UM, MECTO JKUTEIbCTBA, MECTO y4eObl U
npoyee;

5. U3zberaii pasmemenuss Qororpaduit B MuTepHere, rae Tl H300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIPEIEIUTh TBOE MECTOIOJIOKEHHE;

6. [lpu peructpanmuu B COIUMAIBHON CETH HEOOXOAMMO HCIIOJIB30BAaTh CIIOKHBIC
MIapOJIH, COCTOSIINE U3 OYKB U IU(P U C KOJINISCTBOM 3HAKOB HE MeHee §;



7. Jnd colMaTbHOM CETH, MOYThl U JPYTUX CANTOB HEOOXOIMMO HCIOIb30BATh
pasHele naponu. Torma ecnu TeOs B3JIOMAlOT, TO 3JIOYMBIIUICHHUKN I10JIy4YaT
JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

OnexmponHvle OeHbeu

9HCKTpOHHBI€ JCHBI'M — 3TO OYCHb y,Z[O6HBII‘/’I crioco0 HHaTC}KCﬁ, OJHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IIOJIYUUTb 9TH ACHBI'U.

DNEeKTPOHHBIE JEHBI'M MOSBWINCH COBCEM HEJAaBHO M MMEHHO M3-3a 3TOTO BO MHOTHX
rocyJIapCcTBax JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (DyHKUMOHHPYIOT M O HHX YK€ NpPOMUCAHO B 3aKOHE, TJe HX
pa3feNsI0T Ha HECKOJIBKO BUJOB — AHOHMMHBIE M HE aHOHMMHBIE. PasHuna B TOM, 4TO
aHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MpOBOAUThH OMepanuu 0e3 UACHTHU(PHUKAIUU
MOJIb30BATENs, @ B HEAHOHUMHBIX WACHTU(DUKAIINY MTOJIH30BATENS SBISIETCS 00513aTENbHOM.

Taxxe ciemyer pa3nuyaTh NEKTPOHHBIE (PHATHBIC ACHBTU (PaBHBI TOCYIAPCTBEHHBIM
BAJIFOTaM) U AJICKTPOHHBIE He(DUaTHBIC ICHBI'M (HE paBHBI TOCYAAPCTBEHHBIM BATFOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTe C NEKTPOHHBIMU JIEHbraMU:

1. TlpuBsoxku kK c4eTy MOOWIBHBIN TeaedoH. ITO caMblii YIOOHBIN U OBICTPHIN CIIOCOO
BOCCTAaHOBUTH JOCTYN K cuery. [IpuBsi3aHHbIi TeleQOH MOMOXKET, eciiu 3a0yAeib
CBOM IUIATEXKHBINA MApOJIb WM 3aAEUIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. HUcnonw3yi ogHopa3oBble maponu. [locne nepexoja Ha YCUIIEHHYIO aBTOPHU3AIUIO
Tebe yxe He OyJeT yrpoXaTh OIMACHOCTh KPaKyW WM TepexBara IUIATEeKHOTO
apoJs;

3. BwiGepu cnoxubiii mapons. [Ipectymaukam OyaeT HE MPOCTO yrajgaTh CIOKHBIN
naposib. HagexHble naposii — 3TO NapoJid, KOTOPHIE COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B C€0S CTPOUYHBIE W MPOMHUCHBbIE OYKBBI, HU(PPBI U HECKOIBKO
CMMBOJIOB, Takh€ KakK 3HaK JoJuiapa, (pyHTa, BOCKJIMIATENbHBIA 3HAK M T.II.
Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC TAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSECIIb.

9ﬂ€Kmp0HHa}Z nouma

ONeKTpoHHass IMOoYTa — 3TO TEXHOJIOTHS W MPEJOCTABISIEMBIE €10 YCIYTH 10
MEPECBUTIKE M TMOJYYEHUIO BJIEKTPOHHBIX COOOIICHHI, KOTOpBIE paCHpenesstoTcs B
KOMITBIOTEPHOU ceTr. OOBIYHO D3JIEKTPOHHBIM TOYTOBBIM SIIUK BBITJISIAUT CICTYOITUM
oOpa3oM: HMs_TOJB30BaTEISI(@UMs_JIoMEeHa. Takke KpoMe Mepenayd MpOCTOro TEKCTa,
MMEETCs] BO3MOXKHOCTD NIepeiaBaTh (aibl.

OcHOBHBIE COBETHI IO 0€30MacHON PabOTe C NEKTPOHHOU MOYTOM:

1. Hago BBIOpaTh NpaBWIBHBIM IOYTOBBIM cepBUC. B MHTEpHETE €CTh OrPOMHBIM
BBIOOp O€CIUIaTHBIX MOYTOBBIX CEPBHMCOB, OJIHAKO JIyYIll€ JOBEPATh TEM, KOTO
3HACIIb U KTO MIEPBBIM B PEUTUHTE;



. He yxa3biBail B tuuyHO#M noute auuHyro nHbopManuto. Hampumep, sydiie BEIOpaTh

«My3bIKaTbHBINA _(aHaT@» nin «pok2013» BMecTo «temal3y;

Hcrnonb3yil ABYX3TAlHYI0 aBTOPHU3ALMIO. OJTO KOIJIAa NOMHMO Hapojs HYXHO
BBOJIMTH KOJI, IpUChUIaeMblii 1o SMS;

Boi6epu cnoxxHbid maponb. sl Kaka0ro mo4ToOBOIO SIIUKA JOJIKEH OBITh CBOM
HAJICKHbIM, YCTOMUYMUBBINA K B3JIOMY I1apOJib;

Ecau ecTh BO3MOXKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIM BONPOC, UCIIOIB3YH ATy
BO3MO>KHOCTB;

Hcrnonb3ylh HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBBIN 11l 4aCTHOW MEPENHUCKU C
aapecaTaMy, KOTOPbIM Tbl JOBEpS€HIb. OJTO JJIEKTPOHHBIA aJpec HE HaJo
UCTOJIb30BaTh PU PETUCTPALIMU HA (OPYyMax U CaiTax;

He otkpeiBail ¢aitnbl U Apyrue BIOKEHUS B MUCbMaxX AK€ €CIIM OHU MPHILIH OT
TBOMX Jpy3ei. Jlydle yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (paiiibl;

[Tocne oxoHuaHusi pabOTHl Ha MOYTOBOM CEPBHUCE Mepel 3aKPhITHEM BKJIAIKH C
caiiToM He 3a0y/lb HaKaTh Ha «BBIATHY.

Kubepbynnune unu eupmyanvroe uzoesameibCcmeo

KubepOymumMHr — mpeciieoBaHuE COOOILIEHUSMH, COIEPKALIUMU OCKOPOJICHHUS,
arpeccuro, 3alyruBaHHe; XYJUTaHCTBO; COLMAIbHOE OOWKOTUPOBAHHE C MOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 O0pHOE ¢ KHOEPOYIITUHIOM:

l.

hd

He Gpocaiicst B 60ii. JIyamuii cmoco6: mocoBeTOBaThCS Kak ceOst BECTH U, €CITU HET
TOT0, K KOMY MOXHO OOpaTUThCs, TO BHaudaje yCHOKOUTbCA. Eciu Thl HauHENIb
OTBEYaTh OCKOPOJICHUAMU Ha OCKOPOJIEHUS, TO TOJBKO eIlie OOJblIe Pa30oxiKellb
KOH(JIUKT;

VYnpasinsii cBoeil kubeppemyTaiueii;

. AHOHMMHOCTb B CETH MHHMas. CYH_ICCTBYI-OT CITOCOOBI BBIAACHUTL, KTO CTOHT 34

AHOHMMHBIM AKKayHTOM;
He crout Bectn Xynuranckuii o0pa3 BUPTyalbHOM XKu3HU. IHTEpHET dukcupyet
BCE TBOM JCHCTBUS U COXpaAHSET UX. Y JAIUTh UX OyJIeT KpailHe 3aTpyAHUTENbHO;
Cob6uroaii cBoi BUPTYaJIbHYIO YE€CTh CMOJIONY;

UrHopupyii enuHuyHbIl HeratuB. OAHOpPa30BbIE OCKOPOUTEIBHBIE COOOIIECHHUS
JydIiie uirHOpupoBaTh. OOBIYHO arpeccus MpeKpaniacTcs Ha Ha4aabHOM CTa/Iuu;
ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B
COIMAIIBHBIX CETAX €CTh BO3MOXKHOCTH OJOKHPOBKH OTIIPABKH COOOIIEHUN C
ONpEJEIEHHBIX aJPECOB;

Ecmu Th1 cBugerens kubepOysumnra. TBoW JEWCTBHS: BBICTYNHUTh MPOTHB
npecieaoBaTeNsl, MoKa3aTh €My, YTO €ro JIEUCTBUS OILICHUBAIOTCS HETaTUBHO,
MOJJIePKaTh JKEPTBY, KOTOPOW HY)KHA TICUXOJOTHYECKas IOMOIIb, COOOIIHUTH
B3pOCJIBIM O (haKTe arpecCUBHOTO MOBEACHUS B CETH.

Mobunvuuvlii meneghon

CoBpeMeHHble cMapT(OHBI W IUIAHIIETHI COAEpPX)aT B cebOe BIOJHE B3POCIHbIN
(GyHKLIMOHAJ, U TENepb OHM MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU KOMIBIOTEpaMHU.



OnHako, CpeCTB 3alIUTHI Ui MOJOOHBIX YCTPOMCTB MOKA OYEHb Mayio. TecTUpOBaHHE U
MOUCK YA3BUMOCTEM B HHUX NPOMCXOJHMT HE TaK MHTEHCHUBHO, Kak mis [IK, To ke camoe
KacaeTcsl 1 MOOMJIBHBIX TTPHIIOKEHUH.

CoBpeMeHHbIE MOOWJIBbHBIE Opay3epbl YK€ MPAKTHYECKH [IOTHAJIM HACTOJbHBIC
aHaJIOTH, OJIHAKO pacIIMpeHue (yHKIMOHAJa BJIEYeT 3a COOOM OOJIBIIYIO CIIOKHOCTh U
MEHBIIIYIO 3alTUIIIEHHOCTb.

I[aJICKO HE BCC IIPOU3BOJUTCIIN BBIITYCKAIOT 06HOBHCHI/IH, 3aKPbIBAIOIIHNEC KPUTHYCCKHUE
YA3BUMOCTHU AJIA CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JJIs1 0€30MTaCHOCTH MOOUIILHOTO TesnedoHa:

1. Huuero He siBisieTcs MO-HAcTOsIIEMY OecrmaTHBIM. bysib ocTOpokeH, Belb KOTIa
Tebe mpennaraloT OeciyiaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IUIaTHBIE YCIIYTH;

2. Jywmaii, npexnae yeM oTmpaBuTh SMS, ¢oto unu Buzneo. Thl TOYHO 3HaENIb, T

OHU OyJyT B KOHEYHOM UTOTE?

Heobxoarmo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaill NpwIOXKEHHS OT HEU3BECTHOIO HCTOYHUKA, BEAb OHU MOTYT

coJiepkaTh BPEJIOHOCHOE MPOrPaMMHOE 00eCIIeYEHUE;

6. Ilocie Toro kak Thl BBIMJICIIB C CaliTa, IJIe BBOAMII JIMUHYIO HH(OpMaIHio, 3ai11 B
HacTpoiku Opaysepa u yaanu cookies;

7. Ilepuonnueckn mnpoBepsii KakWe IUIATHBIE YCIYTH AaKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. JlaBaii cBOil HOMEp MOOMIBHOTO TenedOoHa TOIBKO JIOSM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSEILb;

9. Bluetooth nomken ObITh BBIKJIIOUEH, KOT/Ia Thl UM HE Mojb3yenibcs. He 3a0biBait
WHOT 1A TPOBEPATH 3TO.

oW

Online uepwi

CoBpeMEHHbIE OHJIAH-UTPBl — 3TO KPACOYHBIE, 3aXBaThIBAIOIIME pPA3BJICUCHUS,
OOBEIMHAIOIINE COTHU ThICSIY YEJIOBEK 10 BceMy MHpy. Mrpoku HcciaenyroT AaHHBIA UM
MHUp, OOIIAIOTCS APYr C JPYrOM, BBINOJHSIOT 3aJaHus, Cpa)karoTCsi C MOHCTpamMH U
[OJIy4aroT ONBIT. 3a yJIOBOJBCTBUE OHU IUIATAT: MOKYNAKOT JUCK, OIUIAYMBAIOT a0OHEMEHT
WM IPHOOPETAIOT KaKUE-TO OIIHUH.

Bce atm cpeacrsa UAYT Ha HNOAACPIKAHWC W PA3BUTHC UIPbI, a4 TAKXKXC Ha CaMy
0e30I1aCHOCTb: COBCPHICHCTBYIOTCA CHCTCMbI aBTOPW3AallMM, BBIITYCKAKOTCS HOBBIC IIaT4YH

(undpoBbIe 3aMmIaTKU A IPOrPaMM), 3aKPBHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUIrpax CTOUT OIMAaCaThCA HC CTOJIbBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaKH
TBOCTO I1apoJIsd, HA KOTOPOM OCHOBAHA CUCTEMA aBTOPpHU3allNN OOJIBIIMHCTBA Hrp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKAYyHTA:



1. Eciu pgpyroii urpok BeIeT ce0si MIOXO WM CcOo3JaeT TeOe HENpPUITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Toxanylicsi aAMUHUCTpATOpaM WIPbl HA IUIOXO€ TMOBEJAEHUE JTOT0 HUIPOKa,
JKEJIATENIBbHO MTPUJIOKUTH KaKHE-TO IOKA3aTENbCTBA B BUJE CKPUHOB;

3. He yka3piBait 1uuHyr0 uHopMmaiuio B npodaiiie urpsi;

4. YBaxail Ipyrux y4aCTHUKOB MO UTPE;

5. He ycranaBnuBaii HeoduHaibHbIE MAaTYH U MOJIBL;

6. HMcrnonb3yl ca0KHBIE U pa3HbIE NAPOJIN;

7. Jaxe BO BpeMs UIPbl HE CTOMT OTKJIIOYATh aHTUBUPYC. [loka Thl Urpaeuib, TBOMU

KOMITIBIOTEP MOT'YT 3apa3UTh.
Duuune unu Kpasica TUYHbIX OAHHbBIX

OObIYHOM Kpaxell JeHer W JOKYMEHTOB CETrOJHs y>K€ HUKOro He yAuBHfIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJOTUN 3JOYMBIIIJIEHHUKN IIEPEMECTUINCh B HHTEPHET, M
IIPOJIOJIKAIOT 3aHUMATHCS TFOOMMBIMY JEIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILTKMHT, TJIaBHAS 11€TTh
KOTOPOTO COCTOWT B TIOJYyYECHUHN KOH(PUICHIINATIBHBIX JAHHBIX MOJIH30BATENEH — JOTHHOB U
naposiei. Ha anrnuiickom si3pike phishing uurtaercs kak ¢umunr (ot fishing — psiOHas
JIOBJIs1, password — mapoJnb).

OCHOBHBIE COBETHI 110 00PHOE C PUIITUHTOM:

1. Cnenn 3a cBouM akkayHTOM. Eciau Tbl momo3peBaelib, YTO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOJMMO 3a0JOKHpOBaTh €€ W COOOUIUTH AAMHHHCTpATOpam
pecypca 00 3TOM Kak MOXHO CKOpEE;

2. Ucnone3yéi Oe3omacHbie BeO-CaThl, B TOM 4HCIIC, HWHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Hcnonb3y# ciioxkHbIE U pa3Hble Mapoau. Takum o0pa3oM, eciik TeOs1 B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKY T10JIy4aT AOCTYI TOJIBKO K OHOMY TBOEMY MPOQUIIIO B CETH, a
HE KO BCEM,;

4. Ecau TeOst B3jIOMaIM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,

KOTOpBIe OOABIEHBI y T€0S B APY3bsAX, O TOM, YTO T€Os B3JIOMaIM U, BOZMOXKHO,

OT TBOETO UMEHM OYyJIET pacChlIaThCs CIAM U CChUIKU Ha (DPUILMHIOBBIE CAMTHI;

VYcranoBu HagexHbIN aposib (PIN) Ha MoOUIIBbHBIN Tene]oH;

OTxi1r0ouM coxpaHeHHe naposs B Opaysepe;

7. He oTkpseiBail Qailsibl U Apyrue BIOKEHUS B MUCbMAaxX Ja)Ke €CIM OHU MPHUILIH OT
TBOMX Jpy3ei. Jlydle yTouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (Daiisbl.

AN

Lugposas penymayus

[Mudposas permyTarus - 5T0 HETaTUBHAS WU MMO3UTHUBHAS WH(OpPMAITUS B CETH O Tebe.
KommnpomeTtupytromas nadopmarus pa3MerieHHasl B MHTEPHETE MOXKET CEPhE3HBIM 00pa3omM
OTpa3uThCsA Ha TBOEH peanbHOW >km3HHU. «lludpoBas pemyramus» - 3TO TBOW HMHJIK,
KOTOPBIN popMupyeTcst u3 HHPpopMaIuu o Te6e B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, y4ueObl, TBOC (UHAHCOBOE IIOJIOKEHHE, OCOOCHHOCTH
XapakTepa M paccKasbl 0 OJU3KUX — BCE ATO HAKAITUBAETCS B CETH.



MHor#e moApOCTKU JISTKOMBICIICHHO OTHOCSATCS K MyOJIMKalUU JIMYHON MH(pOpMauu
B lHTEepHeTE, HE MOHUMAasA BO3MOKHBIX MOCIEACTBUAN. Thl Take HE CMOXKEIIb J10TagaThCs O
TOM, 4TO (poTorpadus, pasmMenieHHas 5 JIeT Ha3a/, cTajla MPUIMHON OTKa3a MPUHATH TEOs Ha
pabory.

KommenTapuu, pasmeiienne TBoux ¢Gortorpaduit u apyrue ACHCTBHS MOTYT HE
WCUE3HYTh JaXE IOCIe TOro, Kak Thl UX yJaluilib. [bhl HE 3HACHIb, KTO COXPAaHWI 3Ty
nH(OopMaIuio, Mormnaja J1u OHa B TIOMCKOBBIE CUCTEMbI M COXPAHUJIACh JIM OHA, a TJIaBHOE: YTO
MOAYMAIOT O TeOEe OKpYIKarolee JI0IU, KOTOPhIE HAWIYT U YBUIAT 3T0. Halitu nuadopmaruio
MHOT'O JIET CITYCTSI CMOJXKET JIF0OOM — Kak M3 JOOphIX MOOYKACHUM, TaK U C HaMEpPEHUEM
MPUYUHUTD Bpell. DTO MOXKET ObITh KTO YT'OJIHO.

OCHOBHBIE COBETHI I10 3aIIUTe U(PPOBOH pEIyTaALNH:

1. Ilomymaii, mpexzae 4eMm 4To-TO IyOJMKOBaTh U NEpelaBarh y ceds B Oiore wiu B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uias yCTaHOBH OIpaHUYEHHUS Ha MPOCMOTP TBOETO MPOPHIIA U
€ro COAEPKUMOTO, CAENAN €ro TOIBKO «UIsl IPY3En»;

3. He pa3memaii u He yka3piBail HHPOpMAIUIO, KOTOpas MOXET KOro-audo
OCKOPOJISITH UJIM OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE MIKOJbHUKH— AKTUBHBIE MOJIb30BATENM LU(PPOBOrO MPOCTPAHCTBA.
OpHako Jajiexko He BCE 3HAIOT, YTO MOJIb30BAHME MHOTMMHU BO3MOXXHOCTAMH IU(POBOTO
Mupa TpedyeT coOII0ICHHS MPaB Ha UHTEIUIEKTYaJIbHYIO COOCTBEHHOCTb.

TepMuH «UHTEIIEKTyaldbHasi COOCTBEHHOCTH» OTHOCHUTCS K Pa3IMYHBIM TBOPEHHIM
YeI0OBEYECKOro yMa, HayMHas C HOBBIX M300pPETEHMH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha NPOAYKTHI M YCIAYTM , M 3aKaHuuMBasg KHUTaMmH, Qororpadusmu,
KMHO(UIBMaMH U MY3bIKaIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCcKME TpaBa — OJTO TpaBa Ha HWHTEIUIEKTyaJbHYIl0 COOCTBEHHOCTh Ha
MIPOU3BECHUS HAyKHU, JIUTEPATypbl U UCKYCCTBAa. ABTOPCKME IPaBa BBICTYIAIOT B KAUECTBE
rapaHTUd TOTO, YTO HMHTEJJIEKTYyaJIbHBIA/TBOPUECKUN TpPya aBTOpa HE OYyJEeT HAMpacHBIM,
JIaCT €My CIpaBEAJIMBbIE BOZMOXHOCTH 3apaboTaTh Ha PE3yJIbTaTaX CBOErO TPYa, MOIYYUTh
M3BECTHOCTh U Mpu3HaHue. HukTo 6e3 paspenieHus: aBTopa He MOXKET BOCIPOU3BOIUTH €T
IPOU3BEICHUE, PACTIPOCTPAHSITH, IyOJIUYHO IEMOHCTPUPOBATH, MIPOIABATh, UMIIOPTUPOBATH,
yCKaTh B MPOKAT, MyOJIMYHO UCIIOIHSTH, OKA3bIBATH/UCTIONHATh B A(Upe WIKM pa3MellaTh B
HNuTepnere.

Hcnonb3oBaHue «IMHUPATCKOro» MNPOrpaMMHOIO OOECTIEUEeHUS MOXKET MPUBECTU K
MHOTUM pHUCKaM: OT IMOTepU JaHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKHA TBOETO
YCTPOMCTBA, T/l YCTAHOBJIEHHBIN HE JierajibHas nporpamma. He cTouT Takxe 3a0bIBaTh, 4TO
CYLIECTBYET JIETaIbHbIE M OECIUIATHBIE MPOTPAMMBI, KOTOPbIE MOKHO HalTH B CETH.

O nopmarne

CereBu4OK.p) — TBOUM TJIaBHBIM COBETYMK B CETH. 371eCh Thl MOJXEIIb Yy3HATh O
0€30MacHOCTH B CETH TMOHATHBIM M JOCTYIHBIM SI3BIKOM, a TIpH BO3HUKHOBEHUU
KPUTHYECKON CUTyallMd OOPATUTHCS 33 COBETOM. A TakKe MPUHSITH yU4acTHUE B KOHKypCax U
CTaTh CaMbIM IU(PPOBBIM T'PAKTAHUHOM!



